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| BUSINESS BRIEF

This Business Brief was developed from a survey conducted by Amplitude Research in
January 2008 about email communications between school district superintendents,
administrators, teachers and parents.

The study consists of three different groups of survey participants: parents of school age
children in grades K-12; K-12 teachers; and K-12 school superintendents and executives.

The survey included opinions from parents of public school students (91%), private
school students (13%), and charter school students (4%). Teacher opinions included
both public school (80%) and private school (20%) teachers. Superintendent/executive
opinions included executive directors, business or financial managers, and other school
executives at the district level.

< 62% of parents indicate that they use email as a mode of communication with
teachers, while 31% use email when communicating with K-12 school officials.

% Teachers confirmed high use of email as a mode of communication with parents
(76%) and very high use with school officials (82%).

*» When asked about use of personal email accounts, 18% of teachers who have
communicated via email indicate they have used a personal account instead of a
school account when communicating with parents.

Free Copy of the Survey Results -

K-12 School Teachers and Parents
Commissioned study conducted by
Amplitude Research, Inc., January, 2008

Send email to:
marketing@WaterfordTechnologies.com
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62%

of parents surveyed
use email to
communicate with
their children’s
teachers.

How to Protect Yourself:

- Ask your superintendent or
administrator for a written
policy on proper guidelines
and email etiquette for
faculty communication.

- Ask for and sign an
Acceptable Usage Policy
form that acknowledges
your awareness and
understanding of email
compliance.

- Use email as a record of all
your actions and statements
to students, parents,
administrators, and officials.

- Over 50% of students do not
live with both parents in the
same household. Make sure

you have ever

addresses.

- Refrain from addressing
sensitive or personal issues
in email.
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Any email sent on your school network becomes

part of the public record 1 it is NOT confidential.

Email is used more and more for communicating with students, parents,

members of the community, faculty and district officials to address and

confront topics ranging from school policy, social issues, schedules, and

compliants to student behavior, tardiness and coursework. But while

the ease and increased accessibility of electronic correspondence

appears beneficial, it also carries heightened responsibility, extra

precaution on behalf of all senders and recipients and a loss of

confidentiality.

With working parents having difficulties scheduling face to face

meetings, more and more communications are being sent via email.

With mobile devices such as Blackberries and smart phones, emails can

be sent or responded to at any time day or night.

Email should never be considered private.

Regardless if your message is a harmless scheduling clarification to

another faculty member or a comedic chain letter to a friend, evidence

of that message and its contents are not confidential and can be used in

legal actions. Expect that your emails will be forwarded and content may

be changed.

Recent legal cases have used email as evidence to show inappropriate

relationships and involvement between parent-teacher, student-

teacher, teacher-official, and student-students regarding racial abuse,

favoritism in grading, bribery, and criminal acts.

1

In Ohio, litigation commenced against a school official for sexual imposition

and unauthorized use of public property after school computers revealed
400 photos depicting him kissing the feet of a few male students after
losing a volleyball bet.

Email messages from the workstations of five district teachers were
requested and granted to be made public in order to make sure they were
GR2AYy3 GKSANI 2206 Fa GKSe& gSNB
sent to family and friends, all were exposed and made public based on the
fact that the teachers are public workers therefore any correspondence
done during hours of work are appropriate for public view.

a dzLJLi2 a
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2.  Any email sent using your personal email

(Hotmail, AOL, Yahoo, etc.) is discoverable in a
76% legal proceeding 7 itis NOT confidential.

of teachers surveyed All email and instant messaging communication even if they are from

use email to your personal accounts are property of the school district since you are
communicate with using their network and servers.
parents.

Your actions on the internet are both durable and traceable. Any
communication done electronically may be stored on your school

O district email server and can be reviewed based upon suspicion on

8 2 /O behalf of district officials or reproduced publicly in response to a Public
Records Act request.

of teachers surveyed

use email to 18% of teachers used a personal email account to
communicate with

school officials. communicate with students, parents or officials.

52y Qi SOSNI dza S @& 2 dzNkomlsuNiEmtbyanhdthing Y I At |

it is not a permanent record! Remember, the copy of the email you sent

How to Protect Yourself: can be saved by the receiving person and it can be used in a legal

proceeding.

- Never use your personal
email for school With the advent of the changes to the Federal Rules for Civil Procedure,

correspondence —remember superintendents are actively archiving email so they can have

a copy of that email will be . . . . . . .
4 immediate access to information for any legal investigation or discovery

saved. .
action.
- If you have no school district
email, get a separate, Any educational authority figure can be found liable for negligent

personal email account, i.e.
LisaP-LNSD@yahoo.com, to
use for all your school

hiring and supervising if they fail to act or intervene in questionable or

suspicious behavior. As a result, most of what you send and receive

through email, forwards and downloads, are reviewed and saved. With
nearlyonet hi rd of students parents acti\
with school officials, and 76% of teachers using it as a resource for

related email

Correspondence.

- Use email as a record of all

. communication between the community and faculty, it is crucial to
your actions and statements

to students, parents understand regulations and be aware that what you send and receive is

administrators, and officials. not confidential.

- Refrain from addressing
sensitive or personal issues
in email . Don
cool.
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70%

of parents
communicate with
parents about social
issues facing their
child.

How to Protect Yourself:

- Always let you parents know
your policy on email
response times.

- Always respond to any email
that expresses concern
about a threat to a student.

- Immediately forward a copy
of the email to multiple
administrators and officials
and ask for help and action.

- Caution parents on what
content is inappropriate for
email.

- Use email as a record of all
your actions and statements
to students, parents,
administrators, and officials.

WATERFORD
TECHNOLOGIES

You are personally liable for the safety and

protection of your students.

Email communication is a new medium for introducing awareness for
oncoming threats and harm. It allows parents, faculty, and students to
express suspicions or warn of potentially foreseeable events which if
dismissed and no proper action is taken can leave you personally liable.

An integral part of a teacher
adequate supervision for children in a school environment. According
to the legal theory, in loco parentisteachers are expected to represent
parental authority and responsibility over children during school hours.

S

Based on the degree of supervision standards determined by your
district, you are expected to be aware of and prevent any dangers and
threats to your students. Failure to exercise suitable care in preventing
foreseeable harm can lead to injury that could have otherwise been
avoidable and hence, a resulting breach of duty and likely lawsuit for
negligence.

9 A Colorado teacher faced a hefty lawsuit after shooting occurred on
campus despite a parent voicing his concern of threatening attacks by a
violent group of students.

91 InAustin, legal action was taken against teachefer failing to attempt to
protect a female student after she contacted them with concerns about
threats from her boyfriend. The fatal outcome led to a $23 million lawsuit
and dismissal of several members of the faculty due to negligence in
breaching their duty to exercise supervision and protection of their
students.

Overlooking warning signs of suspicious acts of behavior that can be
caught and stopped through careful control is not just risky, its poor
management. Parental releases, waivers, and permission slips do not
relieve teachers or school officials of liability if they fall short of
fulfilling their duties in an appropriate manner. Electronic documents
and conversations are powerful forms of evidence that can easily prove
negligence on your behalf. As a professional educator in a position that
enables you to prevent or interfere in a disagreement or threatening
situation, failing to do so because of deliberate indifference will place
liability directly on you.

duty
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53%

of parents surveyed
said that school
bullying is one of the
highest growing
problems and one of
the most repeatedly
addressed topics in
correspondence
initiated by parents.

How to Protect Yourself:

- Ask your district for a copy
of its policies and guidelines
with respect to reporting any
claims of bullying.

- Always respond to any email
that expresses concern
about bullying.

- Immediately forward a copy
of the email to multiple
administrators and officials
and ask for help and action.

- Use email as a record of all
your actions and statements
to students, parents,
administrators, and officials.

WATERFORD
TECHNOLOGIES

You can be held liable for bullying.

The influence of electronic technology exposes you to new dangers of
misbehavior but it also can serve as a valuable measuring tool in
monitoring student discord and being forewarned of emergent threats,
fights and conflicts by students.

Now that the legal landscape has been altered, lawsuits target
educators and school districts liable for school bullying. Parents and
students are gradually widening their allegations to claim more charges
of harassment. In order to increase the odds in their favor in legal
matters, trends in citing deprivation of civil rights, discrimination,
privacy violations and infringements of personal speech rights are
becoming commonplace for on-campus and off-campus lawsuits.

School bullying is one of the highest growing problems and one of the
most repeatedly addressed topics in correspondence initiated by
parents. Recognizing what is occurring amongst your students is an
essential is creating a safe environment that supports academic and
behavioral development. Your involvement, attitude and influence in
regards to bullying matters have a direct impact on the likelihood of
har mf ul events occurring. Ovse r
frequently contacting school officials with concerns over campus
bullying. With over 30% of parents participating in regular emailing, the
number of questions and warnings of student conflicts is relatively high
along with the likelihood that you will be held responsible if abusive acts
progress.

Permitting student arguments and conflicts to continue or remaining in
the dark about campus bullying can be catastrophic. If a student
consults a counselor about ongoing bullying or a parent sends an email
requesting separation of her child and a particular student and no
action is taken, legal proceedings are likely to follow.

9 Alawsuit recently settled in Connecticut alleged the school district failed to
act to prevent bullying of a student over the course of four years. The
mother of the student who was taunted, teased, and bullied accused
school officials of several counts negligent and intentional infliction of
emotional distress.

1 $440,000 was awardetb a boy who filed a suit against his former school
district after being harassed for four years over his sexual orientation.
Although the claim was made for incidences of the past, the federal court

50 %
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still settled in his favor and charged the district for student misconduct and
lack of adequate authority involvement

9 Parents of a high school student sued members individually in their official
OF LI OAGASE FT2NJ GKS KAIK alOKz22fQa Tl A
and bullying suffered by their son. The parents of the boy alleged that the
school was aware that peers were teasing and tormenting him on a daily
basis but took no action so was thereforet A1 6f S F2NJ G KSANI a2
rights.

How to Protect Yourself:

- Take a proactive legally
sound stance on
harassment, bullying and

violence in your schools. .. .
In addition to bullying on behalf of your students,
- Carefully monitor and record

e A e i similar harassment can be placed against you based on

students’ beh your communication with others.
emails to administrators and

officials if you suspect any Litigation taken by parents is not the only threat; several faculty and

problems. staff have also sought outside legal help for issues developed with

- Create an action plan that educational professionals and disagreements with intervention actions.

addresses the proper Exercising too much authority, participating in aggressive emails and

R Gl e taunting other faculty and staff can also be construed as a form of

which to handle any

i . bullying. A case of harassment not only involves extensive monetary
developing conflict.

expenditures and fines, but it also threatens job stability, integrity and
- Use administrative authority

both your professional and personal reputation.
to enforce student code of
conduct and policies so that
proactive and preventive
measures can be taken to
ensure the safety and
organization of campus
activities and student

behavior.

WATERFORD ’

TECHNOLOGIES



For Teachers of K-12 Educational Institutions

5. Parents can request and be granted any document
that contains information regarding their child for a
legal matter and you can be held liable for the
content.

Who owns the rights and property of email and attachments sent over a

a0Kz22f¢ aeaisvyQa )/S['JQQNJ[K
The Freedom of

Information and Email gives parents and community members a direct line to teachers
Privacy Protection Act and administrators and it also gives them permission to request any
also allows for email information sent over the district’'s

correspondence to be

. children.
accessible to parents.

The No Child Left Behind act and FERPA enforces an open records
policy that permits parents to seek information disclosed in
documents concerning their child and the qualifications of their school
teachers.

Parents also have a right to know the background of the officials in

How to Protect Yourself: charge of the educational development of their child including their
experience, certification and histor
- Review your d proper certification or history of harassment are revealed, school
policies and guidelines on officials can be targeted for negligent hiring. Any questionable activity
email etiquette and or involvement you may have participated in can be discovered,
behavior. released and held against you.

- Realize every email you send - . .
y ¥ 1 Three female students sought a $9 millionlawsuit against a former

Superintendent for negligent hiring of a teacher that sexually abused them.

front page of the Records dating back several decades alluded to improper conduct and

newspaper. contact by the teacher with students. This information only emphasized

adzLILI2 NI Ay Tl @2N) 2F GKS I OOdzal GAz2y 2
administrator for violating the constitutional rights of the girls, failing to

take action to prevent the molestation, negligent hiring and engaging in

cover-up tactics that empowered the teacher to misbehave.

or receive can end up on the

- Use email as a record of all
your actions and statements
to students, parents,
administrators, and officials.

A faculty member was forced to disclose email correspondence with a
fellow teacher who was routinely voicing negative feelings about a
particular student. Not only did the district receive information of this
inappropriate behavior but also the parents of the student being discussed
took legal action against both teachers and the school district.

In addition to academic records, the Freedom of Information and Privacy
Protection Act also allows for email correspondence to be accessible to

WATERFORD

TECHNOLOGIES



For Teachers of K-12 Educational Institutions

parents. Lawsuits and investigations allow conversation over email to be
accessed by members of the public. What can be revealed through those

5 O % requested email records can exonerate you or prove guilt.

Although 50% of parents are unaware of whether or not they have the right

of parents surveyed to request copies of all documents, memos and emails related to specific
are unaware of issues pertaining to their child, new federal regulations mandating email
whether or not they archiving and the increasingly popular resort of seeking legal involvement is

have the right to
request copies of all
documents, memos,
and emails related to Using email effectively is the best way to ensure that you have pertinent
specific issues
pertaining to their
child... but 100% of
their lawyers do know.

shedding light on their rights and prompting several lawsuits against
educational administrators.

and relevant documentation for any actions taken by yourself. Protecting
yourself by having your school district maintain email records in an email
archiving solution is very cost effective.

1 Forexample, if a claim is made by a parent for inaction on a request, you
can retrieve all emails sent and received by school officials that document
the timeliness of your responses and the seriousness of your messages.

How to Protect Yourself:
9 Keeping backup tapes for your email server is not an effective archive for

legal discovery. Without an email archiving solution that provides for

- Fully understand the risks investigative searching, you will spend more money on legal fees doing
and ramifications of your research on evidence than it would cost to buy a vendor solution.
conduct as a professional
educator.

- Reduce electronic Overlooking warning signs of suspicious acts of behavior that can be caught
Teaeaan A SRS and stopped through careful control
and parents to other When school authority is in a position that enables them to prevent or
members of the faculty. interfere in a surmounting disagreement or threatening situation yet they

- Create a contract with fail to do so because of deliberate indifference, liability will be placed
parents outlining proper directly on you.

thods of contacti .
e Instructors and administrators have a duty to students to prevent

and what can be addressed

through each medium. foreseeable injury by providing appropriate administering and supervision.

Even parental releases, waivers, or permission slips do not relieve teachers
) Educate‘ parents.on the free_ or school officials of liability if they fall short of fulfilling their duties in an
flow of information and their ]
rights to request information appropriate manner.
and stay involved in the
educational process of their

child.

- Have measures in place so
that you are prepared to
comply in situations where
information is requested.

WATERFORD
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6. Parents can start legal actions based on a

disagreement with a teacher.

6 O ()/ As email increases in popularity for contacting and keeping parents
0 informed on classroom and students activities and behaviors, the potential
for miscommunication and misunderstanding also increases. No matter

of parents surveyed

would hire an attorney where a disagreement transpires, parents are increasingly seeking

and take legal action involvement in voicing opinions and objections surrounding teaching style
with a teacher or school and protocol. Now that lifestyle changes and family dynamics are making it
board in the event of a more difficult to arrange phone calls and in person conferences, technologic

disagreement. options are becoming more commonplace for correspondence.

While convenient for busy parents with time constraints due to difficult
working hours and traveling plans, it also presents a big caveat.

Conversations over email, text messaging and instant messaging lack

LD D OGN B R effective tone and are therefore often misunderstood. The more potential

N . there is for misinterpreting a comment or concern, the more likely there is
- se discretion when
discussing certain topics with for a conflict to arise that involves outside legal advice. Over 60% of parents
e [t e g e questioned in a recent survey would hire an attorney and take legal action

addressing sensitive or with a teacher or school board official in the event of a disagreement.

serious topics over email. 11 Parents of a high school student in Orange County, California are pursuing

- Encourage open a lawsuit against a History teacher based on objectionable speech
communication with parents 1 Several lawsuits over disagreements based upon classroom material and
and their involvement in lecture topicshave occurred nationally. Voicing opinions and objections
class activities. against teaching styles based on cultural, religious and ethical standards

. continue to be an ongoing issue in educational facilities.
- Know the school policy for going f

addressing disagreements 1 Ateacher is involved in a 510,000 lawsuit because of a disagreement
surrounding the right to notification when topics such as homosexuality

with parents. ] )
would be digussed in class
- Make sure parents of your

L 0 . . .
SRS 10 TGS B Considering 45% of parents would categorize a conversation with a teacher

district policy and are aware as a disagreement and 35% with top officials as a disagreement, where

of appropriate means to issues are being addressed and the regularity of it occurring is important to
contact you and discuss monitor to effectively measure relations, problems and concerns. Careless
issues. use of email can bring unwanted actions and ruin your career.

- Demand that your district
save and archive all emails
so in the chance that
accusations are made, you
can properly defend
yourself.

WATERFORD

TECHNOLOGIES
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7. It is a legal obligation to archive all records of

email correspondence.

3 2 % Teachers are relying on email for about 76% of correspondence with

parents yet over half of the teachers claim to have never been explained a

of teachers say they policy regarding proper protocol and behavior for email communications.

are aware of their Addi tionally, 50% of teachers don’'t
district’s email school district to archive records of email communications or if emails can

policies.

be used as evidence in legal disputes. Being unmindful of how to use a
powerful and possibly incriminating piece of communication technology can
cost your district its reputation and integrity.

5 O % Parents are equally in need of awareness concerning policy and standards.

Over 65% of parents have never had a teacher or school official explain
don’t know of their the schools policy regarding email communication between them and

oblig.ation to arch.ive faculty and staff. That is over half of the parents in each teachers class
email records or if

emails can be used in
legal disputes.

oblivious to proper methods and topics with which they can communicate
with the educators of their children. Parents are already saving 70% of their
email correspondence. As a educational leaders, it is you and your district’s
responsibility to educate parents on appropriate and acceptable policy

How to Protect Yourself: behavior.
Failing to understand and comply with new regulationsi sn’ t a | egi t i
- Use discretion when excuse. Violators face heavy fines and risks of false allegations. Imagine

discussing certain topics with
parents and refrain from

being summoned to court by a parent and not being able to produce

) . requested evidence. Disregarding the extent or credibility of the charge, you
addressing sensitive or . . .
. . . will already be at a disadvantage. Electronic correspondence must be
serious tOpICS over email.

recorded and archived for quick and easy retrieval.
- Request policy regulations

be presented and reviewed In addition to enduring fines for failing to comply with federal regulations,
by all faculties so that you can also expect increased legal costs for the extra time and energy that
everyone is in equal will be required to search and develop a proper defense. As a professional
understanding on what educator, being unaware of policy and district regulations is anything but
constitutes non-compliance. acceptable and yet only 32% of teachers in a recent survey indicated that a
- Educate parents on district school policy regarding email was explained to them. Considering how
policy so that both of you much is at risk for you and your district’s reputation and integrity, that fact

el el emizeing oty is not comforting nor is it acceptable.

litigation.

- Carefully follow and abide by
district policies and stay up
to date on changes in
regulations.

WATERFORD
TECHNOLOGIES
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70%

of parents save every
email they send or
receive to teachers,
administrators, and
officials.

How to Protect Yourself:

- Review your d

policies and guidelines on
email etiquette and
behavior.

- Realize every email you send
or receive can end up on the
front page of the
newspaper.

- Use email as a record of all
your actions and statements
to students, parents,
administrators, and officials.

WATERFORD

TECHNOLOGIES

Any type of communication you participate in can

be used against you in court.

The Federal Rules of Civil Procedure forces quick action to produce evidence
to attack or oppose any claim or accusation. As a teacher in constant
communication with parents and faculty, the growing medium of
communication exposes you to extra threats and liability issues.

Email communication is not confidential, it is also permanent.

Internet communication delivers a valuable form of hard evidence that a
behavior or act actually occurred. Emails forwarded to personal accounts,
downloads, instant messaging, and other electronic documents are fair
game as evidence in an investigation or trial. Documents and records of
teachers are instructed to be kept for several years following employment
and are often consulted when pursuing new job opportunities and
contracts. Believing that incidences from the past can be erased is a
careless overstatement. Insights into suspicious past behavior or
relationships and activities with outside personnel can be revealed and
serve as viable proof in attacks on professional capabilities and intentions.

Evidence of acts, behavior or involvement that you participated in over the
past several years is recorded and stored, capable of being reproduced and
introduced into court. What is revealed through electronic discovery can be
leaked to others in the community and sometimes the media, not to
mention be used as powerful proof in supporting allegations against you or
other members in the district.

9 A Florida school district recently agreed to $550,000 settlemenin an
employment lawsuit that accused top officials of secretly agreeing to
shorten a contract of a top official. Evidence of off hour phone calls and
emails conversations were retrieved, the court ruled in favor of the
dismissed employee.

9 In Ohio, litigation commenced against a school official for sexual imposition

and unauthorized use of public property after school computers revealed

400 photos depicting him kissing the feet of a few male students after

losing a volleyball bet.
Teachers and officials should be proactive in recording any type of
correspondence so that in the when an investigation requests production of
documents, you are prepared. Considering nearly 70% of parents are
actively saving emails, it is crucial that education organizations are capable
of discovering and producing the same documents to prevent false
allegations or risk costly fines of noncompliance.

10
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9. Ignoring an email from a parent can have legal

consequences.

Active parental involvement is instrumental in supporting a positive
O reputation and relationship with the community along with the educational
3 O /0 + development of students. Making yourself present and accessible is
necessary in establishing a safe environment where parents can monitor
of parents claim and evaluate the progress of their child as well as voice the concerns over
teachers take too long
to respond to email
inquiries — while some

never answer their
email. shut out or neglected.

academic and behavioral growth. Now that parents and community
members can have a voice through email communications, new demands
and attention must be given to the median to ensure that parents never feel

Over 30% of parents claim teachers are taking a considerable amount of

time to address email inquiries while some are not responding at all. With
How to Protect Yourself:

the commonplace threat of litigation these days, ignoring an email

. @i R A questioning your discipline actions, voicing concerns over another students

email the policy standards bullying or requesting their child refrain from certain activities is only

for teacher and parent creating more frustration and unanswered questions. Overlooking or
correspondence. dismissing these types of email can lead to larger conflicts and

- Set expectations for parents disagreements that can hold you liable. In a litigation culture, parents and
with respect to response students are prepared to take legal action. So the slightest mishap can open
times and fair management the door to a costly legal battle.

of classroom schedules. .
. 1 Anemail from parents of a seventh gradeequesting their daughter be

- Communicate new policy dismissed from an explicit discussion about sex was ignored by her
standards to parents and the teacher, prompting a protest by Liberty Counsel, national attention and the
community so all fully firing of a district faculty member.
understand appropriate 11 The father of a student killed in a school massacre filed a lawsuit accusing
means of contacting through teachers and officials of negligence for ignoring a complaint made early
email. in the yearregarding racial threats from members involved in the school

. . clique that was responsible for the shooting.
- Archive all emails exchanged

with parents in a folder for
review and compliance.

- Set aroutine time to review
and respond to email.

- Monitor and measure timely
responses through an
archiving solution that offers
receipts of sent and received
messages.

11
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10. Prematurely deleting emails will get you fired.

Messages being voluntarily or involuntarily deleted and not documented put
you in a vulnerable state, risking costly investigation and the repercussions
of noncompliance.

Now that emails in electronic form are always requested as evidence in legal

cases, they are required to be available for search and quick retrieval.

Judges don’t | ook fondly on defendan
records.

60% of teachers reported they did not know whether or not their school
had a solution for archiving and managing email and over 50% did not know

6 O % whether there was even a legal obligation to do so. The rule has always

been that you cannot get rid of evidence. Now that electronic documents

are sought after evidence in court, deletions risk heavy fines and sanctions.
of teachers surveyed

did not know whether

their school district
had a solution for expectations. Failure to be able to retrieve important documents has led

E-discovery regulations have opened a new chapter for compliance

archiving emails. school districts to pay thousands of dollars in settling false claims; not to
mention, schools can lose accreditation and funding if they are found to be
noncompliant with certain federal, state and local regulations.

A faculty member actively deleting email in an attempt to conceal
unacceptable sexual remarks with a student only exacerbated litigation
claims and fees not to mention poorly prepared the schools legal team to
prepare an acceptable defense. The schools failure to retrieve the same
documents the student introdusd as evidence in court was a turning
point in the caseand severely destroyed the credibility and integrity of the
school and its operation.

Did you know that as
soon as you are
‘noticed” about a
potential legal action,
you must take actions
to prevent any 1 Anattorney filed a lawsuit against the Unified School District trustee
evidence from being alleging that he violated law by deletingemails sent to his personal
destroyed? This account pertaining to district matters

means no emails

related to the potential ) . . . .
action can be deleted. that conversation out on record. A simple deletion or mail box cleaning

never el iminat es Ybuhiskthemtclsagianofparty’ s ¢
destroying material evidence for E-Discovery or Freedom of Information

Every time you send or receive an email, there is always one other copy of

requests for specific documents.

Teachers, faculty, administrators, and officials should to be aware of the
dangers associated with deliberately deleting emails or attempting to cover
up a known infraction. Educational institutions are responsible for the
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recording and management of all forms of digital media and communication

How to Protect Yourself: that i s shared using an institution

' VRSNBGOFYR @2dzNJ RAaiGNR@GQa S\

- Request information on

school and state regulations how they affect you.
regarding the usage of email
as evidence in legal disputes. Your school district may have a policy that states that they only retain email
- Determine an archiving for 90 days. After that all email is purged or destroyed. This may be
solution that records and beneficial or hurt you if you have emails that protect you or can be used in
manages electronic legal actions. It is not unusual for teachers that work in districts with a short
communications so that email retention period, to make copies of emails and forward them to
when challenges and outside email accounts for their own protection. Make sure you understand
allegations are made, you (KS IdARSEAYSa IABSY Ay &2dzNJ RAAGNRO
demonstrate

o advice if you think you are at risk in any situation.
professionalism and

orderliness on behalf of your

- The Federal Rules of Civil Procedure recognize electronic records as a formal
istrict.

category of documents that are subject to discovery during litigation and
- Understand and

communicate school policy
to parents and members in
the community.

must be retrievable in a reasonable amount of time thereby making the
need for archiving all electronic forms of communication imperative.
Failure to produce records requested during any lawsuit or investigation will

o put your district in violation of state and federal regulations and your job in
- Protect yourself and district

from being accused of any
informal destroying of
documents by consenting to
an archiving solution that

jeopardy.

Failure to produce records requested during any lawsuit or investigation

will put your district in violation of state and federal regulations and your
safely records and maintains job in jeopardy.
electronic correspondence.

WATERFORD v

TECHNOLOGIES



For Teachers of K-12 Educational Institutions

| BUSINESS BRIEF

Thank you for taking your time to get educated on the 10 Most Dangerous Email Problems Teachers Face.

We offer FREE white papers for teachers and faculty on educating them on their rights and exposures to using
email. Go to www.MailMeter.com/education.

FREE Email Sample Policy Kit —get a head start on creating your policies.

Email your request to: marketing@ WaterfordTechnologies.com

Please feel free to have your superintendent or IT person contact us for a confidential discussion on how we can
help you with your email management issues. We offer discounts and free evaluations for educational institutions.

Waterford Technologies, Inc.
Irvine, CA
(949) 428-9300

www.MailMeter.com
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